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Office of the Secretary of Transportation § 40.327

Subpart P—Confidentiality and 
Release of Information

§ 40.321 What is the general confiden-
tiality rule for drug and alcohol test 
information? 

Except as otherwise provided in this 
subpart, as a service agent or employer 
participating in the DOT drug or alco-
hol testing process, you are prohibited 
from releasing individual test results 
or medical information about an em-
ployee to third parties without the em-
ployee’s specific written consent. 

(a) A ‘‘third party’’ is any person or 
organization to whom other subparts of 
this regulation do not explicitly au-
thorize or require the transmission of 
information in the course of the drug 
or alcohol testing process. 

(b) ‘‘Specific written consent’’ means 
a statement signed by the employee 
that he or she agrees to the release of 
a particular piece of information to a 
particular, explicitly identified, person 
or organization at a particular time. 
‘‘Blanket releases,’’ in which an em-
ployee agrees to a release of a category 
of information (e.g., all test results) or 
to release information to a category of 
parties (e.g., other employers who are 
members of a C/TPA, companies to 
which the employee may apply for em-
ployment), are prohibited under this 
part.

§ 40.323 May program participants re-
lease drug or alcohol test informa-
tion in connection with legal pro-
ceedings? 

(a) As an employer, you may release 
information pertaining to an employ-
ee’s drug or alcohol test without the 
employee’s consent in certain legal 
proceedings. 

(1) These proceedings include a law-
suit (e.g., a wrongful discharge action), 
grievance (e.g., an arbitration con-
cerning disciplinary action taken by 
the employer), or administrative pro-
ceeding (e.g., an unemployment com-
pensation hearing) brought by, or on 
behalf of, an employee and resulting 
from a positive DOT drug or alcohol 
test or a refusal to test (including, but 
not limited to, adulterated or sub-
stituted test results). 

(2) These proceedings also include a 
criminal or civil action resulting from 

an employee’s performance of safety-
sensitive duties, in which a court of 
competent jurisdiction determines that 
the drug or alcohol test information 
sought is relevant to the case and 
issues an order directing the employer 
to produce the information. For exam-
ple, in personal injury litigation fol-
lowing a truck or bus collision, the 
court could determine that a post-acci-
dent drug test result of an employee is 
relevant to determining whether the 
driver or the driver’s employer was 
negligent. The employer is authorized 
to respond to the court’s order to 
produce the records. 

(b) In such a proceeding, you may re-
lease the information to the decision-
maker in the proceeding (e.g., the court 
in a lawsuit). You may release the in-
formation only with a binding stipula-
tion that the decisionmaker to whom 
it is released will make it available 
only to parties to the proceeding. 

(c) If you are a service agent, and the 
employer requests its employee’s drug 
or alcohol testing information from 
you to use in a legal proceeding as au-
thorized in paragraph (a) of this sec-
tion (e.g., the laboratory’s data pack-
age), you must provide the requested 
information to the employer. 

(d) As an employer or service agent, 
you must immediately notify the em-
ployee in writing of any information 
you release under this section.

§ 40.325 [Reserved]

§ 40.327 When must the MRO report 
medical information gathered in 
the verification process? 

(a) As the MRO, you must, except as 
provided in paragraph (c) of this sec-
tion, report drug test results and med-
ical information you learned as part of 
the verification process to third parties 
without the employee’s consent if you 
determine, in your reasonable medical 
judgment, that: 

(1) The information is likely to result 
in the employee being determined to be 
medically unqualified under an appli-
cable DOT agency regulation; or 

(2) The information indicates that 
continued performance by the em-
ployee of his or her safety-sensitive 
function is likely to pose a significant 
safety risk.
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